
  

 

  

   

   

 

 

Cyber Security announcement – Spring4Shell / SpringShell vulnerability CVE-2022-22965 CVE-

2022-22963  08.04.2022 

Dear Customer, 

as you may be aware a new exploit in “Spring4Shell / SpringShell” has been identified in the Spring 
Framework, an open source platform for Java-based application development, that might be exploited. 
We currently believe that the vulnerability, also called “Spring4Shell / SpringShell” or CVE-2022-22965 
CVE-2022-22963, does not impact any Vanderbilt products. 

Specifically, the following products have been checked and verified as not impacted. 

Product line Device type Device type 
Affected by vulnerability 
“Spring4Shell / 
SpringShell” 

Intrusion Hardware SPC 4xxx,5xxx,6xxx Not affected 

Intrusion Hardware X-BUS Periphery Not affected 

Intrusion Hardware PDM detector series Not affected 

Intrusion Hardware Seismic detector series Not affected 

Intrusion Software SPC Safe Not affected 

Intrusion Software SPC Remote Maintenance Server Not affected 

Intrusion Software SPC Com XT Not affected 

Intrusion Software SPC Connect SaaS Not affected 

Intrusion Software SPC Affinity SaaS Not affected 

Intrusion Software SPC Connect Pro Config tool Not affected 

Intrusion Software SPC Pro Config tool Not affected 

Intrusion Software SPC Connect Mobile App Not affected 

Access Software ACT Enterprise Software Not affected 

Access Software ACT 365 Not affected 

Access Software ACT Pro IOM Not affected 

Access Hardware ACT ACU Not affected 

Access Hardware ACT VCU Not affected 

Access Hardware ACT 5e,5eProx,10 Not affected 

Access Hardware AR, VR, Mullion Readers Not affected 

Access Hardware MiFare 1030,1040,1050 Not affected 

Access Hardware ACT 1500/1520 Not affected 

Access Software ACT Mobile App ACT365 Not affected 

Access Software ACT Mobile App - ACTPro Not affected 

Access Hardware Omnis Not affected 

Access Software Aliro (h/w) Not affected 

Access Software Vcredential Not affected 



 

 

 

 

                                

Access Software Omnis Not affected 

Access Software Entro Not affected 

Access Hardware Entro Not affected 

 

For more info about this vulnerability see link below:  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22963 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22965 

For further questions please do not hesitate to contact us. 

 

With best regards 

Your Vanderbilt IT Security Team 


