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1. OPC Server - Siemens SPC

What is OPC?

OPC (Open Platform Communications) is the world-wide recognized quasi-standard for communication
between almost all facilities in building and security technology. Schille Informationssysteme GmbH has been
a specialist for OPC technologies in the security industry for more than 15 years.

Description

The OPCserver Siemens SPCis designed to communicate with Siemens SPC series intrusion detection systems.
This is done via the Enhanced Datagram Protocol (EDP) using TCP / IP.

Among other things, statuses are provided via door and window contacts or alarms as data points, which are
read by the OPC server and are, Can also be described.

All status changes of the SPC systems are transferred via so-called SIA events.
The OPC server only supports the connection of a control center. If several control panels are to be integrated,

several instances of the OPC server are also required on one device.

Technical data

OPC Specification: OPCDA 2.0

Compatibilty: SPC firmware 3.4; EDP Protocol Specification 2.5
Interface: Ethernet

Protocols: EDP Uber TCP/IP

Features

The following states can be read / written by the OPC server:
¢ Door / window contact on / off / open / closed / sabotaged

e Burglar alarm on / off / test mode
e Alarm delay on / off
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1.1. User Manual OPC Server - Siemens SiSPC
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Revision
Version [Created Version Number Remarks
1.0 27.05.2014 Created
1.1 02.07.2014 The events BA / BR as well as the switching command
"RestoreAlerts" are new.
1.2 22.03.2018 Siemens SPC screenshots exchanged
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1.1.1. Installation, startup and exit
The OPC server requires no installation. The program can basically be executed from any program path.

The OPC server is started with the appropriate exe file. The program starts minimized and can be displayed
via the system tray.

It should be noted that the program path in the operating system must be registered for an OPC client access.
This is done via the interface of the OPC server. For this purpose, the menu item OPC-> Register OPC Server

must be selected.

To terminate the program, click on the red X in the upper right corner, or in the menu item File -> Close. The
File menu also contains the Hide command, which allows the OPC server to be minimized to the system tray.

The configuration is later read out online from the device. Up to this time, a window appears at the start,
indicating the missing configuration:

r 5
Sispcopcserver lﬁ

Mo ConfigFile
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1.1.1.1. Multiple instances of the OPC server

The OPC server only supports the connection of a control center. If more than one control center is
to be connected, several instances must be registered and started on a computer. In the following, the
SiSpcOPC server is always spoken. Each further instance is then appended to the consecutive number, eg
"SiSpcOPCServer02". The same applies to the Ini or Dat file.

Important: A separate license has to be purchased for each instance.
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1.1.2. Graphical Interface

Eile  Settings QPC Data  Licensing,., about.,
48 SiSPCOPCServe Irem Hams Tupe ahie
& SPC ComemunicationF sl OeComm Okap T=CommF it VT_BOOL True

®

®

®

| Clients: 0 Groups: 0 Runl.imeﬂ:.ﬁ};l-;si,'n-l-\-_‘;]'_r.\'nn. 8 sec Dmo rmode 71 min

e

The graphical interface is divided into three sections:

1. Hierarchical tree view of data structure

The entire data structure is displayed here. An element is marked with a left mouse click and the data points
that may be contained are displayed on the right side. The subordinate elements can be opened by double-
clicking.

2. Overview of the included data points

In this area, the data points of a selected element are displayed in tabular form. The following information
is displayed for each data point:

e [tem Data point name
* Name Here, a help text is usually displayed for better identification
e Type Data type of the data point

e Value The current data point value

Note: The Value column is disabled by default. It can be displayed via the menu item Data -> Display.
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3. Communication loghook

The logbook is deactivated by default and can be displayed via the menu item Data -> Logbook.

The entire communication is displayed in the logbook. The Clear button deletes the contents of the logbook
window. The ASCII code can be activated using the ASCII checkbox. The checkbox Stop suppresses further
entries in the logbook window. When the checkbox Log to file is checked, all other entries are written to a

text file. The file has the same name as the OPC server, but has the file ending .LOG.

The menu line provides access to the following entries:

FileHide Minimizes the program to the system tray
FileClose Terminates the program
SettingsConfiguration Settings for the OPC server

OPCRegister Registriert den OPC Server im Betriebssystem
OPCRemove OPC Server Removes the existing OPC server registry

Registration

OPCProtocol Writes a log file to the OPC interface

OPCClose Clients Terminates all connections to connected OPC clients

DataLogbook Show or hide the logbook

DataDisplay Show or hide the data point values

DataWrite Opens an input mask to assign a value to a selected data point
...Licensing Opens the licensing dialog

...about Provides information on the version number etc. of the OPC server

The status line displays the clients and subscribed groups connected to the OPC server as well as the runtime
of the OPC server. If the OPC server is started in demonstration mode, the remaining runtime is displayed.
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1.1.3. Licensing the OPC Server

All products of Schille Informationssysteme GmbH are licensed according to the same scheme. Therefore, this
is described in a separate document which is available for viewing or downloading on the Internet:

http://www.schille.com/downloads/documents/documentations/SiDOC-20140603-de-procteron-
lizensierung-anleitung.pdf

The internal product key is "004-014-01" and will be "OPC Siemens SPC Intruder" if a current product.xml
file is present.

L
L

)

CI
L
)
on

wh

Serlkennumimer

BE2E-4676-4CHE-TFZE

Lizensierte Produkte

After successful licensing and subsequent restarting of the OPC server, the current runtime of the OP is
displayed in the status bar:

4 — ~
S Si.SPC.OPCServer L

File Settings OPC Data Licensing.. about..
> 'k SiSPL.OPCSever ltem Name
< [ .
Clients; 0 Groups: 0 Runtime: 0 day(s), 0 h, 2 min, 2 sec
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1.1.4. Configuration of the OPC server

The configuration of the OPC server is done online, which means that the configuration of the OPC server
is read out from the SPC. Accordingly, the communication must first be established. This is done by the SPC,
which cyclically tries to reach the OPC server. For this reason, the OPC server must first be informed of the
network address and port on which it is to be made. This is done via the ini file of the OPC server (area [TCP]),
which is described in more detail in the next section. After the change, the OPC server must be restarted.
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1.1.4.1. Structure of the INI file
[DIALOG]
Param Transfer of possible start parameters
Language Language of the graphical user interface
Logging Enable / disable logging
[TCP] Settings for the interface to the SPC
IP TCP / IP address on which the SPC tries to establish the
communication, eg IP =192.168.2.101
Port Port on which SPC attempts to establish communication, eg port =

50000
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1.1.4.2. Read the SPC configuration

After the OPC server has been started, the configuration dialog must be called up via the menu item "Settings /
Configuration". In the following figure, the SPC has not yet recorded any communication, so no read-out is
possible and the buttons are deactivated.

£
S Settings » B
SPC-Connection: Failt
Area Zones Door
mn. @ & min. 1 & min 1
max, 20 & max, 100 (& max. 100 =
Read Conf. | Read Conf | ReadConf. |
e T — _TEe— SRR T AT TEEE

If the SPC has recorded the communication, the zones, zones and doors can be read out.

Zones Dioar

min. [

mn. 1 & mn. 1 &

=
&
& max, 100 & max. 100 &

max. 20

| ReadConf. | | Read Conf. [ Read Conf. |

14:59:46,373 [RX]: 1D004502002E 1EDE 7 180300000 20000000 10234€ 208000856 2C TAGAFIE 25F
14:59:46,377 [RX]: #$1D=400E#$02#400, 2§ 1E#5DEq#SER# 5032500 2500250226005 8002 002501290245 $E2 S0B 8002808~ Zj & SFa=eE25

£8F

14:52:45,331 [T¥ 1]: 1D004502082E IEDE 710200000030 30000010304 230800085520 TASAFIE25F

14:59:45.437 [RX]: 1D004502002F 1EDE7 1E8030000020000000100024E0800A4475165F3196E2F

14:59:45, 441 [RX]: #S1D=500E48024500 /S 1E£3DEq#SEG 250328004 80045022 8002500450050 12900420 2N £ 508 25002 5A4 %88 TR 25702
$19248E(

14:59:45.445 [T 1]: 1000450208 2F 1EDE7102000000E80 300000 10 10 LACOB00A4A TS 165F9 19BE 2F

The data obtained from the SPC are stored in the file "SiSpcOPCServer.dat" in the directory of the OPC server.
A separate area is created for each type of supported groupings (area / zones / doors).
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In the following table, a sample configuration from the test environment:

[AREAS]
00001l=Area 1 Area ID + Names (assigned by SPC)
00002=Area 2

[ZONES]
00003=Window 2 Zone ID + Names (assigned by SPC)
00004=PIR 1
00010=Door 1

[DOORS]

00001=Door 1 Door ID + Names (assigned by SPC)
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1.1.5. Features of the SiSPC OPC server

The range of functions is currently based on the WEB interface of Siemens, whereby, for example, logbooks
can not be displayed within the OPC server.

SIEMENS ] i
” Installation Name
= SPCB300 | Ver 355 | BA.3030Z | S 194348002
— (2]
EOL Qualty
| Log e | o i i i b
J 1Freit dow 2 1Area 1 Alarm ke Clozed Heernal Log Inhabit | Isolate | Soak
) Gond [2.2k0) cios -
2 Window 1 14reat Alarm b e Closed Hormal Log Inhibit | Tsolate | Soak
Users -
2 Winduw 2 1Aea Alarm "°".?E"2]m‘ Closed Heermal tog Inhibit | 1splate | Soak
{1 connguration = | e
= 4PRA 1 4read Alarm it Open Isolate Lag Deszalate
8] cammunications sPR 2 Tarean Alarm ,“!;[] Open Actuaten Lag Inhitit | Isolate | Soak
& Fire Exil 1Areal Aarm ,;JR“] Qpen Adduaied Log Inhebit | Isplate | Soak
2 1 Fila i=
T Fire alarm 1 Areal Alarm 'U;:u‘] Open Actuated Lag Inhibit | Tsolate  Soak
2 Pasiic Bultan 1 Area Fanic ';.IE:".] Gpen Isalate Log Deisolate
9 Zone g 1 Aread Alarm :gng‘l o ef bounds Meernat Log Inhebi | Isodate  Soak
10 Zons 10 1 4rea alarm 'I‘I:f.'l,;."‘".l' Tut of bounds Mormal Lag Tnlsbit | Tsolate  Soak
s - 121k PpT— ——
41 Zana 11 1 Area 4 Alarm ) D of baunds Moemnat Lag Inhébit | Isolate  Soak
- 12,15 s i -
12 Zone 12 141 Alam [Iu.?z:uj 20l ef bounds Heermal Lag TInehit | fsolate | Soak
- 21w Gt of baonds -
17 Zare 17 14rea 1 Adarm (BT O of bounds Mermal Log Inhibit Isplate Soak
12k
18 Zone 13 1 Aread Alarm [Ill’%l.s1ﬁ; Oul of bounds Mermal Log Inhébit | Isolate Soak
13 Zon2 13 1 real Alarm s, U of bounds Homnal Log Tnhitit | fsolate | Soak
e o - 124k - .
20 Zana 21 14831 alarm et Hermal Lag Infsbit | Tsplate | Spak
_ - (2.1 Giiati
21 Zone 21 1 Area 1 Aarm [‘L‘ml;*‘-') Sl of Bawnds Meemal Log Inhebit | lsoiate  Soak
21500
25 DODR T 14rea Eninvigas u'..méz" Qut of baunds Hormal Lag Tnhabit | Tsolate  Soak
27000R 2 TArea 1 EniryiEet Phlckud ul of buunds Hoemal Log Inhebic | Isplate | Soak
(v3426)
Refresh | Hide Closed
PR
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S SiSPC.OPCServer = | =
FEile Settings QPC Data Licensing.. ahout..
« £l SiSPCOPCServer ltem Mame Type Value
a-) SPC Isolated O=Marmal 1=l sclated YT_I2 0
@ Command Inhitited O=Mormnal 1=Inhibted yT_I2 0
p-G SYSTEM Dpened (=Cloze 1=Open yT_I2 ]
&1 AREAS Status O=Mormal 1=dlarm VT2 a
4 0 ZONES SIMED vT_LIg 16777216
cail Triggered YT_BOOL  Fake
B 2
= e
404
© il State
¢~ Caommard
& 10
™ DOORS
Clienits: 0 Groups: 0 Runtime: 0 day(s), 0 h, 0 min, 22 sec

Switching commands can be sent via the control commands to the SPC, regardless of the value transferred.
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1.1.5.1. SIA events

All status changes are transmitted via so-called SIA events. A list of all possible events is available within
Siemens.

Important: The documentation may not be passed on by the company Schille Informationssysteme GmbH
and is therefore to be procured independently.

The following events are processed in the version of the OPC server:

BA/BR/DC/DD/DF/DG/DO/DR/DX/CG/OG/NL/BB/BU/ZO/ZC/YT/YR

Important: An extension for further events is possible. However, a test system or telegram messages may be
required.

These events must be enabled separately within the SPC, otherwise no notification from the SPC is made to
the OPC server. Some screen shots of the settings from the test environment can be found without comment
at the end of this document.
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1.1.5.2. The data point ,SINEO“
The "SINEQ" data point is the numeric value of the state of the data point. It is based on a 64bit key, which is
defined within the document "SiNEO-Codes", and thus determines the symbols within the SiVMS-Command

versions.

The following is a small excerpt:

4096 0000-0000-0000-1000 Switched off Bright orange 0xffc800 U
65536 0000-0000-0001-0000 Alarm Red 0xff0000
16777216 0000-0000-0100-0000 Failure Gray / red crossed h
536870912  0000-0000-2000-0000 Unlocked Bright violet Oxff80ff [_:
4294967296 | 0000-0001-0000-0000 Disruption Yellow Oxffffo0 L

The document "SiNEO-Codes" can be obtained separately.
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SCHILLE

1.1.5.3. The data point ,Triggered”

This data point is set for 1 second for each event that can be assigned to this area, zone or door. Whether or
not the value changes with a data point.

The background is that a recording is to be started when an access card is detected on the reader. The value of
the data point "Access" changes only if a valid valid card is detected after a valid, or after an invalid, valid card.
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1.1.6. Screenshots of the SPC settings
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SIEMENS

SPC Home
| | Swms

Log

Users

Configuration

| Eila

Ll

S —

e nications

Edit Receiver

Description
Raceivar id

Protocol varsion

Security
Commands Enable
Change user PiNs
Wirtual Keypad
Live streaming

Encryption Enabled

Network
Hetwork Enable
Hetwork Protocol
Recewer P fddress
Receiver P Port
Aways C onnected
Panel Master
Polling Interval

Genarate a Metwork F auit

Diat-up

Digl-up Enable

Events
Primary Receiver
Ra-quaua Evanls
Venhication

Evant Filter

Save Back

Installation Name

[setite | Descnplion of recener.

R Uniie ddentfication nisriber of EOP tecebver used by Ihis aenel
| (1- 999887}

|versian 2~ Salestvarsion of EDF pratoces to uss wih this racaiver

E Check # Incoming commands are silowed from thes recaver.

[ Check ¥ changing user PINS 15 allowsd from Mis EDF recehver
C Checkto alow virbazl keypad sccess from this EDP recever,

v after alarm avent Select Live Streaming privacy optlons

O Check f Eata 1o and from this recev

= Check if suens can be raparted I ough Melwark
[rerne -

|a0.153.21.238

Select franggort i3 er protocol over Emernet.
I address of recaiver

50000 | 1P poet of receiver

=] Check # panel showd keep 3 permansnt connecton fo the recetver,  nof chackad then panal wil only connect to the recehver afer 20 alarm svent.

Check this to make the panel master of palling messages.
Saconds between polls

0 & poding talure wil generats s network faut

Check ¢ events can be raponed through dal-up

Checkd primary, clear far backup
= Chack & avants Mat fail o report 306 to e raquaad for transmission
O Chack# Aucaniden venficaicn snould oe sent 1o M racever
Filter Configura which evants are raporiad o thes recaiver
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SIEMENS

SPC Startseite
i | staws

Crelgnisspaicher

v, Benulzer

Kanhguration

{ommu nikation

Datei

SPCE

or 385 | B4 20302

Name der Inst.

CEFABI

EDP-Einstellungen {Zentrale)

Aktiv

EDP Zentralen-I0
Zentralen IF Hetzwerkport
Madmale Packetgrosss

Timeout emeute U berragung

Anzahl em.
Ubertragung sversuche

Wahlversiche
Wihipause

Modemsperme

Eraignisspeicherung
Statu s Kommunikation
FOP Befehle
ANVEreignisse

AV Streaming

Benutrung virluelles BT

Speichern | Zurick

[

[s2000

[1aa0

10 ]
o
1o

|20

[ag0

it 194342807

Auswakien, um dia E0F Fraignisieriragung 2u aslivier s

Eindeulige HenlMr, welche vom EDP Emplinger zur Idenlifikalion der Zenbrale verwendel wird. (D muss einmalig sen)

i 1-898397 )

IP Netzwerkporl auf demn IP-Pakele ernglangen werden [Slandard izt 50000).
(1-65835)

Maximale Anzanl Hrles enas EQP Packet bel I (oartragung.
©EDD - 144D )

Dauer {in ek}, bl2 eine nicht quitlierte Meldung erneud dbenragen wird.
(1-1ag)

Maximale Anzznl ger emeuten Ubertragungsyersuche.

(0-138)

Maximale Anzatl an fehigeschiagenen Wahkersechen bis zur Modemsper e
1-138)

Diauer der Wiihlpawss {in Sek } nach sinem febig
(1-138]

genen Wihlversuch

Doauer in Min), die das Modem kenen W anivers. startet wann e max. Anzahl an Wahhers. arraicht wurds (0 = keing Modemep. )

(0 598980 |

Speichert ale der Verliigbarkeil der K

Sprichart #ta ausgefibd sn ELF Befihln im Systemicgbuch

Spelchert Audiof/ldeo VerFikation Erelgnizse, welche an den Emofanger geschickt werden.

Speichert den Beginn einer AudioVides Lve Oberracung im Systemlogbuch

Speichert die Akiierung enes vithiellen Bedienteils im Systemleghuch

im Systemiogbuch
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1 SFC Home
=5 Analog ARG
| | Swatns Configuration saved OK
X Event Fliter
| Log
Harms
Users Marm Hestoras

Confirmed alarms

Configuration Aarm Abort
Faults
Fault rastore

Zone state

1 Fila

Setting

Eaily i Late

Inhibiits

Door events

Other

Other (Non Standard)
Natwark

areless Lost Event

Areas

Save | Back

B4.30302

| SIEMENS ” Installation Name
= = SFCEI0 | Ver 355

Risticeting

= Harm activanan

= Regortad alarms being restored

ke Aarms confirmed by mutiple Zenss

3 Report Alarm Abart event I valid PIN I entersd on key pad after alarm report

= Faull o Tamger aclvalens.

= Faur or Tamper restares

k Report dl stale changes af Inputs

= Setling and Unzetling

O Reperd if Setling/Unsetling is ret according Lo schedub

= Irhitil ard isokte

= Azcezs control doar everts

=} A omer lypes of events

= Han Standcar d 814 codes

[ Regost 12 Matwars Pollmg UniGawn evants

C It checked Wireless Lost evar will be sent over CI0/SI1A and FlexC
[ : Aread o mareaz

[T
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The information in these documents may be changed without prior warning. This manual may not be
duplicated or disclosed to third parties in full or in part without the prior written agreement of Schille
Informationssysteme GmbH.

© 2018 Schiille Informationssysteme GmbH / Schille Services GmbH.

All rights reserved. We reserve the right to make technical alterations. All products mentioned by name are
trademarks or registered trademarks of their respective manufacturer.

The documentation describes - OPC Server - Siemens SPC - Installation, Configuration, Usage - V1.2 -
Modified version dated 22.03.2018
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